Merchant

BUSINESS

Protect Your
Critical Data

Hopefully, the last game of “Risk” you
played took place on a game board
and not in your business. Criminals
are constantly searching for
vulnerable targets: typically, small
merchants with unsecured data. Such
businesses tend to not monitor their
fraudulent activity, causing attacks

to go undetected for long periods of
time.” On average, it took businesses
173.5 days to identify a data breach in
2011.2

According to Trustwave®, a PNC
Merchant Services® approved
security assessor, 43.6% of 2011 data
breaches occurred in the Food and
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Beverage industry, 33.7% in Retail and
8% in Hospitality. Customer records,
such as cardholder data or email
addresses, are extremely valuable
and make up 89% of breached data
investigated by Trustwave.® These are
frightening statistics, especially given
the resulting fraud loss, plus costs

to investigate and recover from a
security breach.

Modes of Attack

Criminals use two common methods
to capture valuable data: either
through stolen physical receipts or
targeted attacks toward electronic
forms of payment card data storage.
The second method could be
completed by skimming customer
cards or hackers (internal or external)
gaining access to data storage
systems.*

Brick-and-mortar merchants

are especially prone to attacks
through improperly configured
remote access technologies used
in payment application software.’
Remote technologies allow you to
tap into your business’s computer
network or system from an outside
location, enabling you to continue
with daily work tasks away from
the office. Software examples
include pcAnywhere®, GoToMyPC™

Last Printed Issue!

Continue to be “in the know” and
don’t miss a single issue! Starting
in 2013, the PNC Merchant Services
Business Insights Newsletter

is going green and will be an
electronic-only newsletter sent via
email. To continue receiving your
merchant news electronically, sign
up at www.pnc.com/biznews.

or Windows® Remote Access. These
tools include security functionality but
are often implemented or installed in
an insecure manner. Attackers can
take advantage of these situations

to gain full access to a merchant’s
system - and valuable customer data.

What Can You Do to
Safeguard Your Data?

To start, if you use remote access
technology, ensure your system is
secure with two-factor authentication.
That means the following two
elements should be used:

- Something you know, like a
password, and

- Something you have, like a
secure token?®

(continued on page 2)
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Pr'oteCt Your Critical Data (continued from page 1)

Two-factor authentication is also removes card data from the merchant  the entire payment transaction and
essential to be in compliance with environment with tokenization. It reduce PCl compliance efforts. To
Payment Card Industry Data Security protects sensitive payment card data learn more about keeping “Risk”
Standards (PCI DSS) requirements. against theft or exposure from the to the game board rather than

. ) point of swipe through storage in back-  within the walls of your business
You can heighten your security end systems - in transit, in use and with TransArmor, please call
level even f.urther by combi.ning at rest. This strategy transfers the 1-800-742-5030.
authentication and encryption/ burden of storing payment card data o _
tokenization. The First Data™ from the merchant to the processor. t.4-6Why is PCl important to my small business?

® [N i Advancing Commerce™. MasterCard Worldwide.
TransArmor® solution is a multi ©2012 MasterCard.

layered strategy that secures the A strong encryption and tokenization 23Source: Trustwave® 2012 Global Security
transaction with encryption and solution can bolster the security of Report Overview.

Don’t Forget the Check!

With all the chatter around mobile and contactless payments, it’s easy to
overlook a common form of payment - the check. Many consumers still
prefer to pay by check, whether for the perceived “float,” safety reasons or
record keeping purposes.

Accepting checks makes sense for your business, as there are no credit limits
and processing costs can be generally lower. Yet many businesses turn away
checks - perhaps over risk of returned checks, fraud or inconvenience of
having to go to the bank to make a deposit - and lose business from check-
writing customers.

Now you can accept check payments with less risk and a higher level of protection against fraudulent or returned checks.
TeleCheck® Check Acceptance solutions offer significant benefits for your business throughout every step of the check
transaction process: from authorization to settlement to collections. TeleCheck quickly verifies customers in their
database and rejects those with poor or no history. Unique TeleCheck solutions are available for both face-to-face or
mail-order transactions. PNC Merchant Services will work with you to identify your needs and determine the appropriate
solution for your business.

To learn more about how PNC Merchant Services and TeleCheck can help your business, contact us at 1-888-235-6959.

Merchant Memos

Reminder: IRS reporting requirement

PNC Merchant Services is required to file a 1099-K with the IRS indicating the gross amount of your card transactions for the
calendar year. Beginning in 2013, the IRS will also require us to perform federal backup withholding if you fail to provide a valid
taxpayer ID number (TIN) to PNC Merchant Services; and/or the IRS notifies PNC Merchant Services that the TIN you provided is
incorrect. In either of these situations, we will be required to withhold income tax, at the rate of 28%, from the proceeds of all
card transactions processed for your business. Please visit the secure TIN Verification Web Site at www.businesstrack.com to
confirm your TIN, or contact us at 1-800-742-5030 for additional information.

Reminder: Are your debit transactions encrypted?

Visa® and MasterCard® have mandated that all debit transactions initiated through a PIN entry device must use an enhanced
encryption application. The Triple Data Encryption Standard (TDES) provides the highest level of encryption available today.
TDES is used to encrypt a cardholder’s PIN three times and is less prone to compromise, helping to protect merchants and
cardholders from fraud. Contact us at 1-800-742-5030 with any questions.

Reminder: Log in to ClientLine® today!

Our online reporting tool offers the flexibility to access reports 24/7/365 from anywhere you can access the Internet. The newly
refreshed interface provides a snapshot of your position on one screen, with payment processing information like recently posted
and funded transactions and fees. Enrollment is easy - experience ClientLine at no cost by visiting www.businesstrack.com.
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Minimize Your Chargebacks

As a business accepting credit cards, you have likely
experienced an occasional credit card dispute.
Chargebacks like this could eat away at your revenue

by losing the dollar amount of the transaction, plus the
actual merchandise. Below are a few tips related to sales-
receipt processing and customer service to help minimize
chargebacks for your business.

Sales Receipts

= Only enter transactions into point-of-sale (POS)
terminals once, and only deposit once. You may receive
a chargeback for duplicate transactions.

= Void incorrect or duplicate sales receipts.

= Process sales transactions as quickly as possible, ideally
within one to five days of the transaction date.

= Process credit transactions as quickly as possible, ideally
the same day the credit is generated.

Customer Service

= If merchandise delivery will be delayed, notify the
cardholder in writing about the delay and new expected
delivery date.

= |f the merchandise ordered is out of stock or no longer
available, notify the cardholder in writing. Offer the
option of purchasing a similar item or cancelling the
transaction.

= Business policies around merchandise returns, refunds
or service cancellation must be presented to cardholders
at the time of a transaction.

= For card-not-present transactions, do not deposit
sales receipts until you have shipped the merchandise.
Customers may question the transaction if it appears on
their statement before the merchandise has arrived.

Most card associations, such as Visa, MasterCard and
American Express®, monitor merchant chargeback activity
on a regular basis and provide alerts when merchants have
excessive chargebacks.

You may be able to resolve a chargeback without losing
the sale by providing PNC Merchant Services with as much
information as possible. Send all information about the
transaction and the actions you have taken related to it in
a timely manner. PNC Merchant Services may be able to
resubmit the item to the card issuer for payment.

Source: Chargeback Management Guidelines for Visa Merchants.

PCIl Best Practice of the Month

You can reduce the impact of a data breach and improve payment data management by centralizing your payment
data. The primary account numbers of payment data need to be substituted with payment tokens generated by

a product solution like TransArmor. Centralizing data can reduce costs as well as the complexity of having to
manage security across multiple sales channels. In turn, this allows you to operate with fewer staff and reduces
the points of vulnerability. Tokenization then removes the data from your environment, limiting its availability to

hackers and staff. To learn more about TransArmor, please call PNC Merchant Services Customer Service

at 1-800-742-5030.

Trustwave, the preferred PCl validation vendor of PNC Merchant Services, can help further guide you through
data security. Log on to https://pci.trustwave.com/pnc and protect your customers’ data today.

Payment Security Practices and Trends Report 2011: Merchant Practices, Trends and Benchmarks. CyberSource and Trustwave. ©2011

CyberSource, a Visa company. All rights reserved.

CFO: Cash Flow Options™ for getting cash flowing faster

Cash flow is the lifeblood of your business. And CFO: Cash
Flow Options from PNC can help improve the flow of money
into your business by helping you streamline collections

and manage receivables better. Visit pnc.com/cfo to see
how PNC Merchant Services helped contribute to the
success of merchants like you.
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» Payments go towork faster

Cash flow is crucial o any business' survival. By taking the time to listen, ¥
pay! Py cash flow.

sure to check back frequently. You never know S G
what “Insights” could be posted there. Visit us e

at pnc.com/merchantservices today!




